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1. APPLICATION OVERVIEW

The new Digital Signing solution is a browser independent digital signing solution. It
is a one-time installation. It is deployed on local client PC and allows for signing
using DSC token on EPFO's Employer interface of Unified Portal. The facility is
currently enabled only for approval of Joint Declaration form for Pension on Higher
Wages to be digitally signed by employer.

2. HARDWARE & SOFTWARE PRE-REQUISITES

Operating System
Windows 11 Pro 64-bit operating system, x64-based processor
Windows 10 Pro 64-bit operating system, x64-based processor
Windows 8.1 Pro 64-bit operating system, x64-based processor

Client’s Machine Requirement
Port 60015
Browser(s) e  Mozilla Firefox
e Google Chrome
e  Microsoft Edge

3. DOWNLOAD

The download facility is available inside the login of Employer interface of Unified Portal, wherever
the Digital Signing service based digital signing has been enabled the link to download the same will
be provided on the respective screens.

Download the utility (EPFO_DSC_Signer_1.0.0.exe) from the link provided in Unified Portal only.

#Home  Member ~  Establishment +

© Pending Request vApproved Request X Rejected Request

Approve Member POHW Request I XD DSC Signer Utility (version 1.0.0) | Download | Help |

Fig. 3.1
Save the downloaded file from downloads section to a secure location

2 AR = | Downloads
Home Share View

« v A ‘ > ThisPC > Downloads
# Quick access ¥ Todlay ()
[ Desktop
& Downloads

%] Documents

&

EPFO_DSC _Signer_1.
0.0

% %%

[&] Pictures

Fig 3.2



Note: This installable is to be downloaded only once or only when there is a change in
version due to upgrades.

4. INSTALLATION

The Digital Signing Service utility has to be one time downloaded and installed on
the client machine from which the Digital Signing is to be performed for facilities
provided in the Unified Portal application for EPFO.

4.1. Double click on the downloaded executable file to initiate the installation process. The digital
signer Service setup wizard will be displayed, click on <Next> to continue.

. DSC Service Setup — X

Welcome to the DSC Service Setup
Wizard

This will install DSC Service 1.0.0 on your computer. Itis
recommended that you close all other applications before
continuing. Click Next to continue.

Next > [ Cancel

Fig. 4.1



4.2. On some PCs below warning may be shown. Click on <More info>

Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognised app from

startina Riinning this app might put your PC at risk.
More info

Fig. 4.2

4.3. Click on <Run anyway> to continue with the installation process

Windows protected your PC

Microsoft Defender SmartScreen prevented an unrecognised app from
starting. Running this app might put your PC at risk.

Application: EPFO_DSC_Signer_1.0.0.exe
Publisher: Unknown publisher

o

Fig. 4.3




4.4. To proceed further you will have to agree and accept the terms and condition by selecting the I
accept the agreement and then click on <Next>.

. DSC Service Setup = X
License Agreement
Read the following important information before continuing. .
"
Please read the following License Agreement. you must accept the terms of
this agreement before continuing with the installation.
~
Yhile EPFO has taken due care in the
designing and developing of the DSC Service
software and believes it to be accurate,
nelther EPFO or any of its authorities or
agencies nor any of their respective v
(®) | accept the agreement
(O | do not accept the agreement
< Back Cancel
Fig. 4.4
4.5. Select the directory for installation and click on <Next>.
. DSC Service Setup — X
Select Application Folder
Please choose the directory for the installation. .
R 4

se Setup will install DSC Service in the folder shown below.

To continue, click Next. If you would like to select a different folder, click
Browse,

Destination Folder

C:\Program Files (x86)\DSC Service\1.0.0\ Browse...

Required free space: 182.3 MB
Available free space: 37 GB

< Back Cancel

Fig. 4.5




4.6. To create a desktop icon and include the service in start menu click <Next>. It is recommended.

. DSC Service Setup — X

Select Additional Tasks
Which additional tasks should be performed? s Q

Select the additional tasks you would like setup to perform while installing
DSC Service, then click Next.

Additional icons:

Create desktop icon
Create start menu folder

< Back ‘ I Next > I ‘ Cancel
Fig. 4.6
4.7. Select the folder for start menu shortcut.
., DSC Service Setup - X
Select Start Menu Folder
Where should Setup place the program’s shortcuts? O '

3
$

Setup will create the program's shortcuts in the following Start Menu

Folder.
To continue, click Next. If you would like to select a different folder, click
Browse,
\DSC Service | | Browse...

’_ < Back H Next > H Cancel

Fig. 4.7




4.8. The application will start installing on your system.

. D5C Service Setup — >

Installing

Please wait while Setup installs D5C Service on your computer.
el

Preparing to install...
C:\Program Files (x86\D5C Service1.0.0hdatajre32\binYjfxwebkit.dll

< Back Mext = Cancel

Fig. 4.8

Note: If any warning related to for dscCA2023 certificate is encountered please allow it to
continue with the installation.

4.9. Click on Finish to end the setup wizard. Icon for DSC utility will be created on desktop and start
menu.

., DSC Service Setup - X

Completing the DSC Service Setup
Wizard

Setup has finished installing DSC Service on your
computer. Click Finish to exit Setup.

Launch DSC Service

A,

Fig. 4.9



4.10.Double click on DSC Service icon to run the signing service. Now you are ready to sign.

Recycle Bin Mozilla
Firefox

DSC Service

- .
ThisPC DSC Service DSC Service 1.0.0
110:0

Service is configured on port 60015.

StDp Service




5. BROWSER

Check whether the certificate is already imported into your browser post installation. To verify the same
please follow the below process.

5.1. MOZILLA FIREFOX

5.1.1. Go to Mozilla Firefox browser settings.
5.1.2. Click on <Privacy & Security> option.
5.1.3. Click on <View Certificates> button.

O Find in Settings

@3 General Firefox for everyone. We always ask permission before receiving personal information.

@ Home

Privacy Notice
Allow Firefox to send technical and interaction data to Mozilla Learn more
Q Search Allow Firefox to make personalized extension recommendations Learn more

& Privacy & Security Allow Firefox to install and run studies View Firefox studies

[_] Allow Firefox to send backlogged crash reports on your behalf Learn more

O Sync

E More from Mozilla
Security

Deceptive Content and Dangerous Software Protection
Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates

Query OCSP responder servers to confirm the current validity of

certificates

Security Devices...

Fig. 5.3



5.1.4. Click on <Import> to import DSC certificate.

Certificate Manager X
Your Certificates Authentication Decisions People Servers Authorities
You have certificates on file that identify these certificate authorities
Certificate Name \ Security Device &
TunTrust Root CA Builtin Object Token £
~ Amazon
Amazon Root CA 4 Builtin Object Token
Amazon Root CA 3 Builtin Object Token
Amazon Root CA 2 Builtin Object Token
Amazon Root CA 1 Builtin Object Token
~ ANF Autoridad de Certificacion
ANF Secure Server Root CA Builtin Object Token v
View... Edit Trust... Export... Delete or Distrust...
/d

5.1.5.

Fig. 5.4

(e.g C:\Program Files (x86)\DSC Service\1.0.0\)

Certificate Manager

@ Select File containing CA certificate(s) to import

‘i Local Disk (C:)

wa DATADRIVET (E:)
wa DATADRIVE2 (F:)
= DATADRIVE3 (GY)

¥ Network 4

File name: | dscCA2023

v | | Certificate Files

Select the certificate from the installation directory of the digital signing service utility

<« v A > ThisPC > Local Disk (C:) > Program Files (x86) > DSC Service > 1.0.0 v o Search 1.0.0
Organise v New folder Bz - i |
@ OneDrive Name Date modified Type Size
= hisPC tLiata 33213233 :53 l}?Iefolder
3.01-2022 12:5 1
I 3D Objects — W =
I 5l dscCA2023 23-01-2023 12:52 Security Certificate 1KB I
I Desktop
|Z) Documents
‘ Downloads
) Music
[&] Pictures
B Videos

Cancel

Fig.5.5




5.1.6. Select <Trust the CA to identify website> option and click on <OK>.

Downloading Certificate

N/ | Trust this CA to identify websites.

Trust this CA to identify email users.

View Examine CA certificate

AC RAIZ FNMT-RCM

Certificate Manager

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "dscCA2023" for the following purposes?

AC RAIZ FNMT-RCM SERVIDORES SEG... Builtin Object Token

Builtin Object Token

Import...

Before trusting this CA for any purpose, you should examine its certificate and its policy and procedures (if available).

Cancel

Fig. 5.6

Now, your Mozilla Firefox is ready for digitally signature



5.2. GOOGLE CHROME BROWSERS

Check whether the certificate is already imported into your browser post installation. To check the
same please follow the below process

5.2.1. Go to Chrome browser settings.
5.2.2.  Click on <Privacy & Security> option.
5.2.3.  Click on <Security> option.

@ Settings Q, Search settings
& Youand Google Safety check
B Autbofill
@  Piivaoyand securlty @  Chrome can help keep you safe from data breaches, bad extensions, and more m
@ Appearance
Privacy and security
Q_  Search engine
B Default browser Close bevinaing Uste - »
() Onstartup
trol ’
@ Languages
& ownlonds L v :
T Accessibility 0 Sl ,
X system Safe Browsing (protection from dangerous d other security settings
£)  Resetand clean up - Sitesettings .
“F  Controls what information sites can use and show (location, camera, pop-ups, and more)
% s ey il @
®  About Chrome
Fig. 5.7
5.2.4. Select on <Manage device certificates> option under <Advanced > header.

Advanced

Always use secure connections

Upgrade navigations to HTTPS and warn you before loading sites that don't support it

Use secure DNS

This setting is disabled on managed browsers

Manage phones

»

Control which phones you use as security keys

Manage device certificates
Manage HTTPS/SSL certificates on your device

Certificates managed by Chrome
Information about how Chrome manages its root certificates

Fig. 5.8



5.2.5.

5.2.6.

Open <Trusted Root certification Authorities> tab.

Certificates

x

Intended purpose: |<AI>

xl

Intermediate Certification Authonuei Trusted Root Certification Authorities lTrusted pquE]

Issued To

- et
R e
b M -
WA e -

T sl

R
- ——
B at ot Sl
e e 8

Issued By

— o At b et
R
e
SR

e

S Vs
e — W bl
IR e <R
S W

Expiry Date
e me aee
- e -
S e ke
- e Ghesr
4 - e
R
P e
-
-

"o o

Friendly Name )
e

R e et
S e

e~

R

- A—

e

wmport... | [[Export.. | [ Remove
Certificate intended purposes
L view |
Fig. 5.9

Search for <dscCA2023>, if it is not available then Click on <Import> to import DSC

certificate.

Certificates

x

Intended purpose:

<All=

~]

Intermediate Certification Authorities Trusted Root Certification Authorities  Trusted Publ < | > |

Issued To Issued By Expiry Date Friendly Name ~
B e R i i - e g TRk T b
b - R g - e
P e . - e e ——-

P e T — - 4 - e - ——

e Ve G s Yakes R S e -

A —— - - — W o e g T v
T . e o . e — e IR D
P e il St i SR . - e - v

Certificate intended purposes

Client Authentication, Code Signing, Encrypting File System, Secure Email, IP
security tunnel termination, IP security user, Server Authentication, Time
Stamping

Fig.5.10




5.2.7. Click on <Next> to continue.

“* Certif cate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A cerificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

Next Cancel
Fig.5.11
5.2.8. Click on <Browse> to select the certificate.
< “» Certificate Import Wizard
File to Import

Specify the file you want to import.

File name:

[ |I Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS %7 Certificates (.P7B)
Microsoft Serialised Certificate Store ((SS5T)

Next Cancel

Fig.5.12

5.2.9. Select the certificate from the location where utility is installed.(Default location would
be - C:\Program Files (x86)\DSC Service\1.0.0\)



& Open x
— v <« DSC Service > 1.0.0 v o O Search 1.0.0

Organise v New folder

@ OneDrive - Personal | -

Attachments

-
data Logs DSC_Servicfl dscCA2023 TestPage Uninstall.d

Documents € 1.00 B

Pictures

~
@ This PC )
. Uninstall Uninstall_la
_J 3D Objects ol
g.ifl
I Desktop
[E] Documents
<4 Downloads

Music

N>

| Pictures
Videos
Local Disk (C:)

s New Volume (E:)

£ Network v

File name: | dscCA2023 < II gt X

| Open | Cancel

Fig.5.13
5.2.10. Click on <Next> to continue.

| € £» Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Program Files (x88)\DSC Service\1.0.0\dscCA2023.der I I Browse... I

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)

| Cryptographic Message Syntax Standard- PKCS =7 Certificates (.P7B)

Microsoft Serialised Certificate Store (.S5T)

o

Next J Cancel

Fig.5.14



5.2.11. Select <Place all certificate in following store> & browse certificate store to
<Trusted Root certification Authorities>.

<« 2# Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(® Place all certificates in the following store

Certificate store:
| Trusted Root Certification Authorities Browse...

Next Cancel

Fig.5.15

5.2.12. Click on <Finish> to continue.

< =* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:

(ol g it el e e R0 B g Trusted Root Certification Authorities

Content Certificate

File Name C:\Program Files (x86)\DSC Service\1.0.0\dscCA202
< >

Fig.5.16



5.2.13. Click on <Yes> to install the certificate.

— — — - — « —

Security Warning

You are about to install a certificate from a certification
authority (CA} claiming to represent:

dscCA2023

Windows cannot validate that the certificate is actually from
"dscCA2023". You should confirm its origin by contacting
"dscCA2023". The following number will assist you in this
process:

Thumbprint (shal): ASASBFF6 79297872 52A93E33 055BF509
83FCFDSD

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Fig.5.17

5.2.14. You will see message for success import. Click on <OK>to end the Certificate Import

Wizard.

Certificate Import Wizard X

0 The import was successful,

Fig.5.18




5.2.15. Check the imported DSC certificate under <Trusted Root Certification Authorities>

tab.
Certificates X
Intended purpose: ] <All> v i

Intermediate Certification Authorities Trusted Root Certification Authorities Trusted Publl ¢ | * |

Issued To Issued By Expiry Date  Friendly Name [

L e i R e - e .

OO e T S B i - . o

o e e S i ERLARIE S TR e e

4T e e S A T B AR R e e T

i R O

e R o oh e ke

. ‘dscCA?.OZE} _dscCA2023

“40-.... e 2L N e T N E e S P v
l Import... l | Export... ’ ’ Remove ! Advanced l
Certificate intended purposes
<All>

\ View

Fig.5.19



5.3. MICROSOFT EDGE BROWSERS

Check whether the certificate is already imported into your browser post installation. To check the

same please follow the below process

5.3.1.
5.3.2.

Go to Edge browser settings.
Click on <Privacy & Security> option.

5.3.3.

Select on <Manage certificates> option under <Security>header.

Settings .
9 Security
Q  Search settings Manage security settings for Microsoft Edge
Profiles
S Manage certificates ]
I| ) Privacy, search, and services I N
&) Appearance
O Microsoft Defender SmartScreen a
§ do
[ Start. home, and new tabs
@ Share, copy and paste Block potentially unwanted apps 0
@@ Cookies and site permissions Blodks dawmioad of low fepatationapps that Inight catice ieipecied beliaviours
8 Defauit browser Website typo protection @ Are you satisfied with website typo protectio? & 9 (@D
4 Downloads " .
& ramily safety
B Lo Turn on site safety services to get more info about the sites you visit [ o]
@ Printers
) System and performance Use secure DNS to specify how to lookup the network address for websites a
5 R By et Rl s s v ik s e IS s NS v i s o ks ook s ‘i,
[ Phone and other devices © Use current service provider
¢ Accessibility
@ About Microsoft Edge Choose a service provider
Fig.5.20
5.3.4. Open <Trusted Root certification Authorities> tab.
Certificates >
Intended purpose: <All> ~

Intermediate Certification Authoritie4 Trusted Root Certification Authorities ITrusted Publ * | »

Issued To Issued By Expiry Date Friendly Name A
— il W — oy At — - — g
ST PR — SPC R Sp— - e PRAIP o et
B . pR— mptae can Leme - - areiee e
. . —
W it « 9 - o St
— b ‘o — Y st . R - g -
- Y . - - ont . e  SUR
— "t —.e - " - - o [ " co——
A . — e . e R U - e v
Import... Export... Remove Advanced
Certificate intended purposes
View

Fig. 5.21




5.3.5. Search for <dscCA2023>, if it is not available then Click on <Import> to import DSC

certificate.
Certificates 2y
Intended purpose: <aAll> ~ 7‘\

Intermediate Certification Authorities Trusted Root Certification Authorities  Trusted Publ * | * |

Issued To Issued By Expiry Date Friendly Name N
T TN N STy T

- TPl B b e e LR L R | L

- Tapbitniece - Sepaboniae oo . e Lol S SR e e

- - e e -~ - e

o - - - - — - - Lad - ——

o v— i Vs - R R e W — trae -

- B - - — W -~ - A - . - R

o — B - - . . —a—ay R

e e P S W W0 W - N BT — v

Iportl gxport Remove i Advanced \

Certificate intended purposes

Client Authentication, Code Signing, Encrypting File System, Secure Email, IP
security tunnel termination, IP security user, Server Authentication, Time ‘

Stamping view |

Fig.5.22

5.3.6. Click on <Next> to continue.

2* Certif cate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A cerificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Next.

[ Gonca

Fig.5.23



5.3.7.

5.3.8.

Click on <Browse> to select the certificate.

e

File to Import

“» Certificate Import Wizard

Specify the file you want to import.

File name:

II Browse... I

Note: More than one certificate can be stored in a single file in the following formats:

Personal Information Exchange- PKCS =12 (\PFX,.P12)

Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialised Certificate Store ((S5T)

Next

Cancel

Fig.5.24

Select the certificate from the location where utility is installed.(Default location would

be - C:\Program Files (x86)\DSC Service\1.0.0\)

G Open
« > 9

Organise v New folder

@ OneDrive - Personal
Attachments
Documents

Pictures

[ This PC
_ 3D Objects
I Desktop
E_j Documents
‘ Downloads
D Music
& Pictures
B videos
‘o Local Disk (C:)

- New Volume (E:)

¥ Network

File name:

<« DSC Service >

1.0.0

data

=

Uninstall

v

-
DSC_Servic
e_1.0.0

Logs

Uninstall_la
ng.ifl

Search 1.0.0

dscCA2023

TestPage

Uninstall.d
at

dscCA2023

<~ |I Al Files (%)

| Open |

Cancel

Fig.5.25




5.3.9.

5.3.10.

Click on <Next> to continue.

“* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

C:\Program Files (x86)\DSC Service\1.0.0\dscCA2023.der l I Browse... l

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS =7 Certificates (.P7B)
Microsoft Serialised Certificate Store (.SST)

Next Cancel

Fig.5.26

Select <Place all certificate in following store> & browse certificate store to
<Trusted Root certification Authorities>.

e

z* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate

(® Place all certificates in the following store

Certificate store:

l Trusted Root Certification Authorities Browse...

Next Cancel

Fig.5.27




5.3.11. Click on <Finish> to continue.

< =* Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dlick Finish.

You have specified the following settings:

(o g it R el e e BB g Trusted Root Certification Authorities

Content Certificate

File Name C:\Program Files (x86)\DSC Service\1.0.0\dscCA202

< >
Fig.5.28

5.3.12. You will see message for success import. Click on <OK>to end the Certificate Import

Wizard.

Certificate Import Wizard X

ﬁ The import was successful.

Fig.5.29




5.3.13. Check the imported DSC certificate under <Trusted Root Certification Authorities>

tab.
Certificates X
Intended purpose: | <All> v }

Intermediate Certification Authorities  Trusted Root Certification Authorities  Trusted Publ « | * |

Issued To Issued By Expiry Date  Friendly Name A

R el L e L & o -

o R S b L R o o o

o e e S T e el S 1 LRI S T e

o T TN S R i AR R e e Y

e e ey TR B S - [revp

e et e oo e ke

A dscCA2023 17-01-2028 <None:>

G s - T s ow L R T Tass -

ANt Sats - Bt b Sans e _ . s b b v
[ Import... ’ | Export... ’ ' Remove [ Adv_a_n_ced 1
Certificate intended purposes
<All>

] View

Fig.5.30



6. DIGITAL SIGNING PROCESS AT UNIFIED PORTAL

Once the steps in earlier section of the document are performed your machine is enabled to perform
USB-token based Digital signing at EPFO's Employer interface of Unified Portal.

Follow the below steps to perform digital signing. The below is just a example from one of the facility
available at EPFO's Employer interface of Unified Portal for digital signing. The steps in other
functionalities may differ slightly in terms of the user interface.

8.1. Login Employer interface of Unified portal.

8.2. Navigate to the functionality where the Digital Signing is to be performed.

Establishment ~ Payments ~ Dashboards ~ User ~ Admin ~

MEMBER PROFILE

@ﬂ i REGISTER-INDIVIDUAL

REGISTER-BULK

KYC-BULK

d N
EXIT-BULK

APPROVALS

) Portal ? QO YES

MISSING DETAILS BULK
‘gar Yojana(ABRY) is

of
ERRE  APPROVE POHW REQUEST NEW for details.

APPROVE MISSING DETAILS

;] n Is.
AADHAAR VERIFICATION
APPROVE KYC PENDING FOR DS

of -

BASIC DETAILS CHANGE REQUESTS

APPROVE KYC SEEDED BY MEMBER

File | d 58 years of age before

Fig. 6.1

Note: above navigation screenshot is for illustration purpose. User has to select the relevant
menu.



8.3. Choose the action to be performed (Approve/Reject). Select Digital Signature (DSC) option to
initiate the process of signing. Ensure that the Digital Signature token is connected to the

machine.

# Home Member ~ Establishment ~ Payments ~

Dashboards ~

Admin ~ Online Services ~

ABRY ~

O Pending Request v Approved Request X Rejected Request

Approve Member POHW Request QD DSC Signer Utility (version Pv-1000) DSC Help @
Acknowledgement No| Categor PPO No. AN Member 1D Name Gender | Submitted On Detai Process Rejection Reason DSCle-Sign
i) (O]
Approve | The member had not opted within due
OReject | date
No joint option was made.
Other
v

< >

8.4. Select from the list registered signatories who will be signing the document and click on 'Sign

PDF' button to proceed.

Approve Activity

Select signatory

Name

® (0|00 |0

8.5. Signing process will be started

Sign PDF JEeENT]

Fig. 6.3

Fig. 6.4




8.6. You will be prompted for PIN corresponding to the attached Digital Signature token connected
to the machine.

m Mow verfy your User PIN:

Ul P eensenes
[(J€nable soft keyboard

Change User PIN Logn

Fig. 6.5

8.7. Ifthere is no issue while digital signature of the document the system will show success
message.

The request has been processed successfully,please check

Approved/Rejected tab for processed requests.

Fig. 6.6

It is recommended that the user verifies that the last document that was signed contains the
correct signature.



7. TROUBLESHOOTING

The following section provides you to troubleshoot some of the common issues that can be faced by
the user while the process of digital signature using this utility in Unified Portal.

7.1. CRL VERIFICATION TIMEOUT ERROR

In case you are getting CRL verification timeout error, it might be due to following probable reasons -

CRL VERIFICATION WEBSITE IS EITHER DOWN OR UNABLE TO HANDLE
REQUEST

The digital signing utility online verifies the validity of the signature from the issuer; this requires
the utility to connect to the issuers’ website. During this process if the utility is unable connect to the
issuers’ website the CRL verification timeout error occurs. The following section provides the steps
to identify the CRL verification url and suggests further course of action.

'HOW TO CHECK

There are different steps to troubleshoot the issue in different browsers. Depending upon the
browser you are using follow the below steps

Note: This document covers help for Mozilla Firefox, Google Chrome and Microsoft Edge browsers
only

BROWSER: MOZILLA FIREFOX

e Go to Mozilla Firefox browser settings.
e C(lick on <Privacy & Security> option.

e (lick on <View certificates> button.

> Find in Settings

€83 General Firefox for everyone. We always ask permission before receiving personal information.
Privacy Notice
@ Home : ) ) )
Allow Firefox to send technical and interaction data to Mozilla Learn more
Q Search Allow Firefox to make personalized extension recommendations Learn more
e] Privacy & Security Allow Firefox to install and run studies View Firefox studies
["] Allow Firefox to send backlogged crash reports on your behalf Learn more
Q Sync

m More from Mozilla
Security

Deceptive Content and Dangerous Software Protection

Block dangerous and deceptive content Learn more
Block dangerous downloads

Warn you about unwanted and uncommon software

Certificates
Query OCSP responder servers to confirm the current validity of View Certificates...
certificates

Security Devices...

Fig. 7.1



e Select <Your Certificates> tab in <Certificate Manager>

Certificate Manager x
Your Certificates I Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name ‘ Security Device Serial Number Expires On B

~ eMudhra Consu...

Vg ETIEE 43 OS Client Cert Toke... #Hanaes e

11 November 2023

(0w}
A1}

Backup All... Import...

Delete...

N\

Fig. 7.2

e Select your certificate from the list displayed and double click on it. A new browser tab

with the selected certificate details will open.

Certificate Manager x
Your Certificates Authentication Decisions People Servers Authorities
You have certificates from these organizations that identify you
Certificate Name Security Device Serial Number Expires On | =<3
~ eMudhra Consu...
evngETIEE e OS Client Cert Toke... #F M e 11 November 2023 I
View... Backu Backup All... Import... Delete...

Fig. 7.3



e Search for CRL Endpoints and Copy the complete URL

Key ID

CRL Endpoints

Distribution Point http://www.e-mudhra.com/repository/cris;.

Authority Info (AlA)

Fig. 7.4

e  Check whether the URL is accessible or not using your browser.
e Incase the server is not reachable, please wait and try again later.

e Incaseitis blocked, contact your admin team to unblock the URL.




BROWSER: GOOGLE CHROME / MICROSOFT EDGE

e Go to Chrome browser settings.
e Click on <Privacy & Security> option.
e Click on <Security> option.
G Settings Q  Search settings
& Youand Google
Safety check
B Auofil
e Privacy and sesutty 0 Chrome can help keep you safe from data breaches, bad extensions, and more m
@ Appearance
Privacy and security
Q,  Search engine
[ Default browser ¥ Clear browsing data §
Clear history, cookies, cache, and more
()  Onstartup
Privacy Guide
@ Review key privacy and security controls !
@ Languages
Cookies and other site data
% Downloads ® Third-party cookles are blocked in Incognito mode k
T Accessibility Sy
‘\ S e Safe Browsing (protection from dangerous sites) and other security settings X
ystem
£) Resetand clean up v Stte settings .
“F  Controls what information sites can use and show (location, camera, pop-ups, and more)
%W Extensions [4 Privacy Sandbox o
i Trial features are off %
®  About Chrome
Fig. 7.5
e Select on <Manage device certificates> option under <Advanced> header.
Advanced
AIways use secure connections
Upgrade navigations to HTTPS and warn you before loading sites that don't support it
Use secure DNS
This setting is disabled on managed browsers
Manage phones
»

Control which phones you use as security keys

Manage device certificates
Manage HTTPS/SSL certificates on your device

Certificates managed by Chrome
Information about how Chrome manages its root certificates

Fig. 7.6




e Select <Personal> tab in the <Certificates> window.

Intended purpose: <Al = v

Other People Intermediate Certification Authorities Trusted Root Certificatior * >

Issued To Issued By Expiratio...  Friendly Name
Ty — - e-Mudhra Sub CA for ... 11-11-2023 <None:>
Import... Export... Remove Advanced

Certificate intended purposes
Secure Email, Document Signing, Smart Card Logon,

Client Authentication
View

Close

Fig. 7.7

e Selectyour certificate from the list shown and double click on it. A new window with the details

of the selected certificate will open.

Intended purpose: <All= ~

Personal Other People Intermediate Certification Authorities Trusted Root Certificatior! * | *

Issued To Issued By Expiratio... Friendly Name
» - — - e-Mudhra Sub CA for ... 11-11-2023 <None> I
Import... Export... Remove Advanced

Certificate intended purposes
Secure Email, Document Signing, Smart Card Logon,

Client Authentication
View

Close

Fig. 7.8



Select <Details> tab in the <Certificate> window.

= Certificate
General Certification Path
Shows: | <Al = ~
Field value Lo
T S — Pu— N — =
=
G e - S
55 | CRL Distribution Points [1]CRL Distribution Point: Distr...
— DEIUS— e+ VST - -
— ———— PPt mmps w— oo s e ——
R - o~ b e - - . .- -
~
[1]CRL Distribution Point
Distribution Point Name:
Full Name:
URL =http: ffwww.e-mudhra.com/frepositoryforis/c oo v =
L Edit Properties... I Copy to File...
oK
Fig. 7.9
e Search for <CRL Distribution Points> and click on it. Copy the URL.
" Certificate
General Details Certification Path
Show: | <All> ~ |
Field value )
o T — ——— .
=
- — -
[1]CRL Distribution Point: Distr... I

Ty, -
<3| CRL Distribution Points

DR "

Y —— PR —
— ———
R S

[

D
SIS Mttt St  Prtere i
-~ — b s - .. -4

[1]CRL Distribution Point
Distribution Point Name:

Fu =
bRL =http: /fwww.e-mudhra.com/frepository/cris/c « o

L Edit Properties... .

Copy to File...
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e  Check whether the URL is accessible or not using your browser.
e Incase the server is not reachable, please wait and try again later.

e Incaseitis blocked, contact your admin team to unblock the URL.

THE CRL DISTRIBUTION POINT URL IS BLOCKED BY YOUR ORGANIZATION

In case the CRL verification url identified in the above section is blocked, contact your admin team/
internet service provider to unblock the URL



